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Today’s topics

How to get started – Buy vs. Extend vs. Build

Threats of Large Language Models and how to tackle them



Early findings on the promise of

Generative AI to transform productivity
A recent report published by Harvard Business School and Boston Consulting Group found 

that Generative AI in the workplace led to:

increase in task completion rates

decrease in time spent to complete tasks

increase in the number of subtasks completed 

12.2% 

25.1% 

12.5% 

40%+ increase in the quality of responses to subtasks

Source: Navigating the Jagged Technological Frontier [9/15/2023]

https://www.hbs.edu/ris/Publication%20Files/24-013_8f3583c2-2e9a-4379-9697-a93bd6a84133.pdf
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A 6-month study of 450 Accenture
developers on the impact of GitHub Copilot

Activity

94%

Reported staying 

in the flow

90%

Spent less time looking 

for information

Productivity

90%

Reported writing

better code

88%

Of the code suggested

by Copilot retained

Efficiency

50%

More

builds

84%

Increased in 

successful builds

Satisfaction

96%

Successful on

day one

90%

More

fulfilled



M365 Copilot survey results

70% are more productive

68% improved the quality of their work 

37% feel more fulfilled at work

71% spend less time on mundane tasks

64% spend less time processing email 

75% spend less time searching for information in their files

84% find it easier to take action after a meeting

3.8x faster at catching up on missed meetings

85% get to a good first draft faster

79% reduced their administrative workload

68% keep their CRM up to date with less effort

67% spend more time with their customers

64% better personalize customer engagements

All Up Value

Value by 

Workflow 

Value by Role / 

Function

How much is Copilot worth 

to users?

77%
choose Copilot over 

free lunch

77%
would not want to go back 

to working without Copilot

30%

access to Copilot would 

influence my choice of 

employer



McKinsey & Company | Microsoft

March 2023 November 2023 May 2024

GPT-4 GPT-4 Turbo GPT-4o

⅙

⅟₁₂

Cost

Speed
2x

6x
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Scaling Digital & AI is hard

89% 
face pilot stagnation

& are not able to capture the 

value at scale

Source: 2023 McKinsey MGI, Tech Council and Quantum Black; 2023 Work Trends Index
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AI/tech program failure can be avoided by scaling GenAI via 
“Rewiring” across 6 elements

How do we design our scaling plan to ensure easy re-usability and scalability across the organization?

How do we deliver effective training to support skill building and manage culture change at scale? 

How do we think about risk and responsible use of GenAI across the organization?

Adoption and Scaling

How do we align our GenAI strategy with our overall technology aspirations?

How should we approach the transformation in a way that ensures value capture and unlocks competitive 

advantage?

Strategic roadmapStrategy

Change 

management

Capabilities

How do we manage 

talent to stay ahead of 

the GenAI skill gaps?

Talent

How do we organize 

ourselves and teams to 

deliver on our GenAI 

strategy?

Op model

How do we setup a 

scalable tech stack and 

infrastructure to support 

multiple GenAI use 

cases and solutions?

Technology

How do we to setup a 

robust data foundation to 

scale GenAI across the 

organization?

Data

Source: Lamarre, et al. 2023 "Rewired: The McKinsey guide to outcompeting in the age of digital and AI"



How to leverage AI faster



Safeguard your business

Build and extend your AI capabilities

Unlock Productivity across your organization
Microsoft Copilots empowering your business

Persona Copilot Scenario Availability Blogs Demo/Video

Microsoft Copilot
I want to introduce my entire organization to generative AI without putting my company data at risk—allowing employees to get answers, summarize 

documents, or generate images and text in Windows, Edge, Bing, and the Copilot mobile app
Generally Available LINK LINK

Copilot for Microsoft 365 I want to bring Copilot to my entire organization to use AI-powered chat with secure access to organizational graphs and access Copilot across all M365 apps. Generally Available LINK LINK

Copilot for Dynamics 365 Project Operations I want to rapidly create new project plans for new engagements in minutes, instead of hours, simply by describing details of the project using natural language. Generally Available LINK LINK

Copilot for Dynamics 365 Finance
I want collections managers to have quick access to credit and payment history so they can prioritize and personalize customer communication, helping to 

increase successful collection rates and proactively keep customers in good standing.
Generally Available LINK LINK

Copilot for Dynamics 365 Supply Chain I want to efficiently handle changes to purchase orders at scale and assess the impact and risk to help optimize procurement decisions. Public Preview LINK LINK

Copilot in Microsoft Viva I want to accelerate workforce insights and actionable OKR development, automate processes, and boost employee engagement with next-generation AI Limited Preview

Copilot in Dynamics 365 Business Central I want to accelerate product launches by generating and publishing engaging product descriptions in my own voice with help from AI. Generally Available LINK LINK

Microsoft Copilot for Service I want to modernize my contact center to enhance service experiences and boost agency productivity. Generally Available LINK LINK

Copilot in Dynamics 365 Customer Service I want to level up my customer care by generating contextual responses to customer questions and quick access to case resolution expertise with AI assistance. Generally Available LINK LINK

Copilot in Dynamics 365 Field Service I want to help frontline service workers spend less time on repetitive tasks and more time focused on customers by using AI to prepopulate data in work orders. Generally Available LINK; LINK LINK; LINK

Copilot in Dynamics 365 Customer Insights I want to use generative AI to generate insights about customers and curate highly personalized, targeted customer segments using natural language dialogue. Generally Available LINK LINK; LINK

Microsoft Copilot for Sales I want to transform the way sellers work by automating and simplifying tasks, personalized customer interactions, and maintain selling focus. Generally Available LINK
LINK; Guided: 

LINK

Copilot in Dynamics 365 Sales I want to help sellers prioritize ROI-generating tasks by reducing mundane work with AI assistance for email replies, meeting prep, and information tracking. Generally Available LINK

Copilot in Microsoft Fabric I want an AI assistant to help my data professionals analyze and visualize data using natural language. Public Preview LINK LINK

Copilot in Power BI I want to use AI to illuminate hidden patterns, opportunities, and anomalies in my data. Public Preview LINK LINK

Persona Copilot Scenario Availability Blogs Demo/Video

Microsoft Copilot for Security
I want a generative AI-powered security solution that helps increase the efficiency and capabilities of defenders to improve security outcomes at machine speed 

and scale. 

Early Access 

Program
LINK LINK

Persona Copilot Scenario Availability Blogs Demo/Video

Microsoft Copilot for Azure I want to use generative AI to help users gain new insights into their workloads, unlock untapped Azure functionality, and orchestrate tasks across cloud & edge. Public Preview LINK

Copilot in Power Apps I want to build enterprise-grade applications faster and more easily with generative AI. Public Preview LINK LINK

Copilot in Power Automate I want to build, edit, and extend workflows using natural language and get help from AI powered chat. Public Preview LINK LINK

Copilot in Power Pages I want to revolutionize my  web development experience by leveraging AI to generate text, build detailed forms, and chatbots—all in a matter of minutes. Private Preview LINK LINK

GitHub Copilot I want to provide my developers contextualized assistance throughout the software development cycle in several languages. Generally Available LINK LINK

GitHub Copilot Enterprise
I want to enhance GitHub Copilot with a more personalized experience by bringing in chat and voice interfaces, pull request support, and the ability to get 

answers on documents.
General Available LINK LINK

Microsoft Copilot Studio I want to extend Copilot for Microsoft 365 with a plugin and/or create custom copilots and want to use a low-code tool. Generally Available LINK LINK

Teams Toolkit for Visual Studio Code I want to extend Copilot for Microsoft 365 with a plugin or build my own copilot for Microsoft Teams using a pro-code tool. Generally Available LINK LINK

Build your own copilot with Azure AI Studio I want to build, evaluate, and deploy my AI solutions securely and responsibly all within one space. Public Preview LINK LINK

Knowledge 

Workers

Customer 

Service

Sales

Data 

Professionals

Security 

Analysts

IT 

Professionals

Developers 

https://blogs.microsoft.com/blog/2023/12/05/celebrating-the-first-year-of-copilot-with-significant-new-innovations/
https://www.youtube.com/watch?v=kF1evgyjwM4
https://www.microsoft.com/en-us/microsoft-365/blog/2024/01/15/expanding-copilot-for-microsoft-365-to-businesses-of-all-sizes/
https://www.youtube.com/watch?v=XJsf0Tpz0ho
https://app.getreprise.com/launch/D6l2Y0X/
https://www.microsoft.com/en-us/videoplayer/embed/RW166Cl
https://cloudblogs.microsoft.com/dynamics365/bdm/2023/03/06/introducing-microsoft-dynamics-365-copilot-bringing-next-generation-ai-to-every-line-of-business/
https://www.microsoft.com/videoplayer/embed/RWZdAr
https://cloudblogs.microsoft.com/dynamics365/bdm/2024/02/01/microsoft-copilot-for-sales-and-copilot-for-service-are-now-generally-available/
https://youtu.be/0X9Dc6NbrmM
https://cloudblogs.microsoft.com/dynamics365/bdm/2023/03/06/introducing-microsoft-dynamics-365-copilot-bringing-next-generation-ai-to-every-line-of-business/
https://www.microsoft.com/en-us/videoplayer/embed/RWZ8m4
https://cloudblogs.microsoft.com/dynamics365/bdm/2023/08/09/introducing-copilot-in-dynamics-365-field-service-helping-your-frontline-deliver-exceptional-service-with-next-generation-ai/
https://aka.ms/FieldServiceIgniteNews
https://aka.ms/fsdemovideo
https://www.microsoft.com/en-us/videoplayer/embed/RW18MMY
https://cloudblogs.microsoft.com/dynamics365/bdm/2023/03/06/introducing-microsoft-dynamics-365-copilot-bringing-next-generation-ai-to-every-line-of-business/
https://youtu.be/_a_hCCkk0L8
https://www.microsoft.com/en-us/ai/dynamics-365-ai?rtc=1#video-2
https://cloudblogs.microsoft.com/dynamics365/bdm/2024/02/01/microsoft-copilot-for-sales-and-copilot-for-service-are-now-generally-available/
https://www.microsoft.com/en-us/videoplayer/embed/RW17tcG
https://app.getreprise.com/launch/dyRwvL6/
https://aka.ms/Ignite2023BAannounceblog
https://aka.ms/Fabric-Hero-Blog-Ignite23
https://www.microsoft.com/en-us/videoplayer/embed/RW13vu9
https://powerbi.microsoft.com/en-us/blog/empower-power-bi-users-with-microsoft-fabric-and-copilot/
https://youtu.be/wr__6tM5U6I
https://www.microsoft.com/en-us/security/blog/2023/12/06/microsoft-security-copilot-drives-new-product-integrations-at-microsoft-ignite-to-empower-security-and-it-teams/
https://youtu.be/psWW3g1CJvY?si=1zwkGbmZZXA5Vwo4
https://aka.ms/MSCopilotforAzurePreview
https://aka.ms/Ignite_PowerApps
https://www.microsoft.com/en-us/videoplayer/embed/RWZW4A
https://aka.ms/Ignite2023/PowerAutomate/Blog
https://aka.ms/PowerAutomate/Sizzle/Copilot
https://powerpages.microsoft.com/en-us/blog/revolutionize-business-websites-with-copilot-in-power-pages/
https://www.microsoft.com/en-us/videoplayer/embed/RW14FW7
https://resources.github.com/copilot-for-business/
https://youtu.be/kgHms6mLqGg
https://github.com/features/preview/copilot-x
https://www.youtube.com/watch?v=qQESlmIseJ8
https://www.microsoft.com/en-us/microsoft-365/blog/2023/11/15/introducing-microsoft-copilot-studio-and-new-features-in-copilot-for-microsoft-365/
https://aka.ms/copilotstudiodemo
https://www.microsoft.com/en-us/microsoft-365/blog/2023/05/23/empowering-every-developer-with-plugins-for-microsoft-365-copilot/
https://www.youtube.com/watch?v=vvNFCagkdcE
https://aka.ms/AnnouncingAzureAIStudio
https://youtu.be/FOXDyRLT6so
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Adopt
Just activate

Unlock productivity

Persona-based Copilots

Time to Value

M365 Copilots

Users

Dynamics 365 Copilots

SOC

Security Copilot

Business Units

Github Copilot

Copilots 

IT

Buy vs. Extend vs. Build
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Copilot Studio
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Persona-based Copilots

Extend Build

Time to Value

M365 Copilots

Users

Dynamics 365 Copilots

SOC

Security Copilot

Cognitive Services

Pretrained Models

Developers

Azure AI Studio

Azure Application Platform

With Low Code 

Development

Through Plugin, Message 

Extension and Connectors

Business Units

Github Copilot

Copilots 

Makers

Power Platform Copilot
Fabric Copilot

AI Builder

Data Verse

Copilot Studio

Azure Model as a Service

IT

Makers

Power Platform Copilot
Fabric Copilot

AI Builder

Data Verse

Copilot Studio

With Pre Build 

Azure AI through 

Copilot Studio

With customizable 

Azure AI through 

AI Studio

Adopt vs. Extend vs. Build

VisionSpeechLanguage



AI Studio
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Use Microsoft AI Services ǿƛǘƘ ŎƻƴŬŘŜƴŎŜ

Are bh ¢ available to other customers.

Are bh ¢ available to OpenAI.

Are bh ¢ used to improve OpenAI models.

Are bh ¢ used to improve any Microsoft or 
3rd party products or services.

Are bh ¢ used for automatically improving Azure 
OpenAI models for your use in your resource

Your fine-tuned Azure OpenAI models are 
available ŜȄŎƭǳǎƛǾŜƭȅ ŦƻǊ ȅƻǳǊ ǳǎŜΦ

Microsoft Cloud 
!L ȅƻǳ Ŏŀƴ ǘǊǳǎǘ

your prompts (inputs)
your completions (outputs)

your embeddings
your training data



Microsoft’s AI Principles

Fairness Reliability 

& Safety

Privacy 

& Security

Inclusiveness

Accountability

Transparency



Generative AI security threat map MITRE ATLAS OWASP Top 10 for LLM

MSRC AI Bug Bar

OWASP Top 10 for ML

OWASP Top 10 for ML

User interaction with generative AI-based apps

Generative AI-based app lifecycle 

Foundation model and training data 

AI usage security

AI application

security

AI platform

security

https://owasp.org/www-project-machine-learning-security-top-10/


Generative AI security threat map MITRE ATLAS OWASP Top 10 for LLM

MSRC AI Bug Bar

OWASP Top 10 for ML

OWASP Top 10 for ML

AI platform

security

Foundation model and training data 

Training data poisoning Model theft

https://owasp.org/www-project-machine-learning-security-top-10/


Backdoors and poison data attack

Reverse engineer and pollute

likely training data sources

Example 1

Source: https://arxiv.org/html/2402.13459v1

Poison 1% instruction tuning data

Example 2



Azure AI + HiddenLayer Model Scanner

Finds embedded malware 

and backdoors

Scans for common 

vulnerabilities and exposures

Detects tampering and 

corruption across model layers



Generative AI security threat map

Foundation model and training data 

Training data poisoning Model theft

AI platform

security

MITRE ATLAS OWASP Top 10 for LLM

MSRC AI Bug Bar

OWASP Top 10 for ML

OWASP Top 10 for ML

Generative AI-based app lifecycle 

Data leak/

exfiltration

Insecure 

plugin design

AI application

security Indirect Prompt 

Injection Attack

https://owasp.org/www-project-machine-learning-security-top-10/






Generative AI threat map MITRE ATLAS OWASP Top 10 for LLM

MSRC AI Bug Bar

OWASP Top 10 for ML

OWASP Top 10 for ML

Generative AI-based app lifecycle 

Data leak/

exfiltration

Insecure 

plugin design

Foundation model and training data 

Training data poisoning Model theft

AI application

security

AI platform

security

Indirect Prompt 

Injection Attack

User interaction with generative AI-based apps

AI usage security Sensitive 

information 

disclosure

Shadow IT/harmful 

third-party LLM-

based app or plugin

Jailbreak

https://owasp.org/www-project-machine-learning-security-top-10/


Crescendo: 

Multi-turn LLM 

jailbreak attack

Prompt Response

Prompt

Prompt

Prompt

Response

Response

Response







SecOps

End 2 End Security 

AI application using
Investigate 

in Defender

Risks of accessing 

sensitive data via

jailbreak

Security teams

Sensitive data 

labeling & protection

Azure AI Content Safety

inputs and outputs
Investigate 

in Purview

Prompt attacks 

blocked by Azure AI 

Content Safety

Prompt Shields

Azure AI

Application context

Enrich findings with threat 

intelligence signals

Malicious activity

Data risks

Developers

Data Security & 

Compliance



Key Take Aways

Leverage what is there – do not re-invent the wheel 

but extend it

Embrace the opportunity - but be aware of the risks 

and limitations

It’s not just about the models - Use a comprehensive 

and secure platform to build & test your applications

AI is only as good as your data

Not everything is a nail just because you have a 

hammer
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